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Abstract—Modern enterprises are increasingly adopting mi-
croservice architectures to enhance system flexibility and scal-
ability. However, in the face of ever-changing business re-
quirements, the relationships between system components have
become increasingly complex, resulting in significant challenges
in maintaining system robustness. In recent years, multimodal
data-driven approaches based on graph neural networks have
emerged as a predominant solution for root cause localization
in microservice systems. Qur detailed analysis of architectural
characteristics and existing research reveals two critical lim-
itations. First, simple graph is insufficient to represent the
one-to-many relationships inherent in microservice component
interactions, such as deployment, subordinate, and dependency.
Second, the current multimodal data-based method has difficulty
in performing localization on faults occurring on hosts, services,
and instances at the same time.

To address these challenges, we propose HyperRCA, a novel
multi-granular root cause analysis approach based on hyper-
graph neural networks. Our approach models system states
during faults via a hypergraph with instances as graph nodes,
explicitly capturing heterogeneous relationships through three
innovative hyperedge designs: deployment hyperedges for in-
frastructure relationships, subordinate hyperedges for service
hierarchies, and dependency hyperedges for inter-component
interactions. We used hypergraph neural networks and multi-
layer perceptrons to train a root cause localization model based
on hyperedge features to achieve multi-granularity root cause
localization. Experimental evaluations demonstrate significant
performance improvements over state-of-the-art approaches. Hy-
perRCA achieves a maximum HR@S5 improvement of 112.62%
on single-granularity datasets and 466.43% in multi-granularity
scenarios.

Index Terms—Microservice System, Root Cause Localization,
Hypergraph Neural Network, Multi-granular

1. INTRODUCTION

Software systems are widely used across various industries,
serving as the backbone for digital transformation. In response
to the increasing demand for agility and efficiency, more
than 84% of companies are using or evaluating cloud-native
technologies to build their software systems [1]. Among these
technologies, microservice architecture is an important part of
cloud native technology. Microservice architecture is adopted
in development due to its flexibility, scalability, and decen-
tralization. However, these characteristics lead to complex
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features of system faults propagating across granularities. Ac-
cording to Gartner’s 2023 Cloud Service Reliability Report [2],
if the mission-critical service of AWS us-east-1 is interrupted
for 24 hours, it is expected to cause a direct revenue loss
of US$3.4 billion. If the mission-critical components of the
service are interrupted for 48 hours, it is expected to cause a
direct revenue loss of US$7.8 billion. Therefore, an effective
method for root cause localization is urgently required to
ensure reliable operation of microservice systems.

The microservice system is deployed on a distributed cluster
and comprises numerous services, each with multiple instances
responsible for specific functionalities. Hosts, services, and
instances are the fundamental elements of a microservice
system. They are collectively referred to as system compo-
nents. Faults occurring within these system components are
referred to as resource-granular faults. To effectively model
the complex relationships among components and achieve
precise root cause localization, it is essential to fully exploit
the system’s multimodal data. Multimodal data includes log,
metric, and trace. Existing root cause localization methods use
multimodal data for root cause analysis through feature fusion,
result fusion, model fusion, etc [3]. These three types of data
together constitute a comprehensive view of the system status.

As the scale of the system business expands, the depen-
dencies between its components become more complex and
diverse. There are diverse relationships between components,
such as deployment relationships, subordinate relationships,
and dependency relationships. If it is limited to the local
dependency analysis between homogeneous entities, it will be
difficult to characterize the heterogeneous interaction patterns
between multi-dimensional entities such as hosts, services,
and instances, which will lead to significant deviations in the
localization of fault root causes.

In recent years, many methods based on multimodal data
have been proposed because they have significantly outper-
formed those based on unimodal data. These methods usually
use graph-based methods to model the structure and state of
the system. However, simple graph means that each edge in
the graph can only connect two nodes [4], which makes it
difficult to model high-order relationships in microservice sys-
tems. Cross-granularity modeling explicitly captures diverse
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component relationships and reveals the propagation pathways
of system faults.

In addition, most of these methods only support root cause
localization at a single granularity, such as instance granu-
larity [5]-[13] and service granularity [14], [15]. The multi-
granularity root cause localization method focuses on multi-
granular faults such as hosts, services, and instances at the
same time, which can reduce the occurrence of false negatives
and improve the robustness of the system.

To address the above challenges, we propose HyperRCA,
a multi-granular root cause localization method based on
hypergraph neural networks and multimodal data. Firstly,
HyperRCA uses a serialization method to unify multimodal
data into sequence features, solving the problem of data
heterogeneity. Secondly, HyperRCA builds a hypergraph for
each fault time window. A variety of hyperedges are de-
signed to capture diverse relationships such as deployment,
subordination, and dependency. In addition, hyperedges can
also be expanded according to actual conditions. Finally,
HyperRCA uses a two-stage convolution method in the spatial
domain to obtain hyperedge features that represent multi-
granularity faults and integrate complex relationships. Based
on the diversified hyperedge training root cause localization
model, multi-granularity root cause localization is achieved.

To evaluate the performance of HyperRCA, we conduct
experiments on two datasets, one multi-granular root cause
dataset and one single-granularity root cause dataset. Experi-
mental results show that HyperRCA improves the HR@5 of
single-granularity and multi-granularity root cause localization
by up to 112.62% and 466.43%.

In summary, the main contributions of this paper are:

o We first propose a method based on the combination of
hypergraph neural network and multimodal data, using
multimodal data as hypergraph node features to compre-
hensively characterize the system state.

We design diverse hyperedges to explicitly encode cross-
granularity relationships, using the resulting hyperedge
features as input for root cause localization model.

We have made the HyperRCA code [16] public to facil-
itate researchers to reproduce our work.

II. BACKGROUND AND MOTIVATION
A. Background

1) Multimodal Data: In a microservice system, a single
user request typically involves multiple services. For example,
a ticket purchase may pass through several service, such
as account authentication, ticket search, ticket display, order
generation, and payment. Each function is provided by a
specific service. However, due to the complex associations and
dynamic interactions among services, it is difficult to locate the
root cause [3], [17], [18]. To support observability, log, trace,
and metric are the three core data types, while deployment
relationships also provide key contextual information (Fig.1).

Log is a timestamped text record, either structured or
unstructured, with optional metadata. Most programming
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languages have built-in logging capabilities or well-known,
widely used logging libraries [19]. Logs include timestamp,
verbosity level, instance, and raw information. There are four
commonly used verbosity levels, INFO, WARN, DEBUG, and
ERROR, indicating the severity of the log [7]. Engineers
can understand the specific circumstances of the event by
analyzing the log. Logs are usually collected and stored
through ELK [20] and Splunk [21].

Metric is a measurement of a service captured at runtime
[19], collected at fixed time intervals (such as once per
second) for real-time monitoring and trend analysis. Metrics
are collected and stored through tools such as Prometheus [22]
and Grafana [23].

Trace is used to record call path in distributed systems. A
trace, identified by a trace ID, forms a tree with services as
nodes and call relationships as edges. Trace contains multiple
fields, such as timestamp, caller, callee, duration, call type
(http, rpc, db, telemetry, etc.), operation_name, trace ID, span
ID, parent_span, etc. Engineers can identify failed calls and
services by analyzing traces. Trace collection follows the
OpenTelemetry [19] standard and is usually collected and
stored through Jaeger [24] and Zipkin [25].

In addition to the three types of monitoring data, for
microservice systems, deployment relationships and subordi-
nate relationships also play an important role in root cause
localization. Deployment relationships provide the physical
relationship between instances and distributed hosts. Currently,
many research works have considered deployment relation-
ships [7] and achieved excellent performance.

2) Hypergraph: Hypergraph learning was first introduced
in [26], which performs conduction learning and can be seen as
a propagation process on a hypergraph structure. A hypergraph
is a more general structure than a simple graph, which uses
degree-free hyperedges to encode high-order data associations
[4]. Each edge in a simple graph can only connect two vertices,
which means that it can only express the relationship between
two vertices. In the real world, there are a large number of
one-to-many and many-to-many high-order relationships. In
a hypergraph, each hyperedge can connect more than two
vertices, making it more flexible, as shown in Fig.2.

The flexibility of hyperedge degrees gives hypergraphs
powerful expressiveness, allowing them to accurately model
a variety of group interactions that graphs lack. Hypergraphs
are designed to handle complex high-order relational data. This
inherent expressiveness of hypergraphs has led to their appli-
cation in various fields, including recommender systems [27],
computer vision [28], natural language processing [29], social
network analysis [30], financial analysis [31], bioinformatics
[32], and circuit design [33].

B. Motivation

In actual production environments, microservice systems
are deployed on distributed clusters. WeChat’s microservice
system accommodates more than 3000 services running on
over 20000 machines [34]. This results in complex cross-
granularity relationships between the three granularities of
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(9 timestamp 1625587227 1625587257 1625587287 1625587317
00:00:03,215 | INFO | dbservicel | the list of all available services are network_in 6.902 8.334 9.099 12.101
redisservicel ...
00:00:07,920 | ERROR | dbservicel | password in database of {user} is null, network_inbound 6843311 6843719 6844553 6844979
the user is not registered
00:00:07,642 | INFO | dbservicel | query = select passwards from ... network_out 10.874 14.346 16.731 13.631
00:00:07,588 | INFO | dbservicel | now call service:redisservice2, inst ...

network_outbound 7446509 7446954 7447456 7447865
User Log Metric
Request N
{ span Host ostn Service 1
timestamp: 1651680000225
cmdb_id: frontend-2 O O OO0
span_id: 15¢9a7accde43218 \
trace_id: 3ed4b56eae6a940cabaacdc4d8b49661 O O
duration: 9812
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status_code: 0
operation_name: hipstershop.Frontend/Recv.
parent_span:
3
Trace Deployment and Subordinate

Fig. 1: Examples of multimodal data and relationship

distributed hosts, services, and instances in the microservice
system. As business systems grow and clusters become more
complex, system functions and resource types increase, which
in turn increases the probability of fault and the types of faults.

TABLE I: RCA granularity of multimodal data-based methods

Approach Host Service  Instance

TVdiag [15]
DiagFusion [7]
DeepHunt [8]

ART [9]

OCEAN [10]
CHASE [11]
MicroCBR [12]

Nezha [5]
MULAN [13]
Eadro [14]
PDiagnose [15]
TrinityRCL [35] v

HyperRCA (Ours) v

ANANA NN N NN

N

ANIIANA NN

<

In the past, most methods used single-modal data for root
cause localization [36]-[38]. However, studies have shown
that fault diagnosis using only single-modal data will produce
false positives [7], [8], [39]. Using multimodal data is a
solution. Multimodal data can monitor microservice systems
from multiple perspectives and provide a comprehensive view
of the system. In recent years, more than 10 methods based on
multimodal data have emerged, and achieved excellent results.

After reviewing existing research work, as shown in the
Table I, we found that the root cause localization granularity
of current multimodal methods mostly stays at the instance
level, which means that they are helpless for faults beyond
the instance level. There are also a small number of methods
that can locate faults at the service granularity. Fewer methods
locate the root cause of faults at multiple granularities, which
is exactly what engineers need.

e HE

Hypergraph Simple Graph
Vertex: O
Fig. 2: Hypergraph and simple graph

Hyperedge: AA Edge:

As shown in Fig.2, simple graph can only model the
relationship between two components, while there are higher-
order relationships between components in a microservice
system. The high-order correlations in a microservice system
are mainly reflected in the following aspects, as shown in the
Fig.3: 1) In a distributed cluster, multiple service instances
are deployed on distributed hosts through pods, and there is
a one-to-many relationship; 2) A single fault synchronously
affects multiple replica instances through the service resource
definition (one-to-many).

Instance

Host

;
54 /@ Servi
\" T ervice
o

S Hypergraph

—A\ Deployment /A Subordinate —A Dependency

Fig. 3: One-to-many relationships in microservice systems
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Fig. 4: Overview of HyperRCA

In the field of root cause localization of microservice
systems, graph neural networks are widely used to model sys-
tem and fault information [5], [7], [14]. However, traditional
graph structures can form pairs (i.e., first-order relationships)
between two topics, which is not powerful enough to handle
high-order correlations, thus limiting the ability to model
high-order correlations [4]. In addition, simple graphs are
weak in modeling multimodal real data. Hypergraphs can
explicitly model such multivariate asymmetric dependencies
by allowing edges to connect any number of nodes, and their
hyper-adjacency matrices and spectral domain features can
effectively capture implicit fault propagation paths.

III. APPROACH

Fig.4 is an overview of HyperRCA. HyperRCA first serial-
izes multimodal data, then builds a hypergraph within the fault
time window, designs diverse hyperedges, and finally selects
the hyperedge of the fault root. HyperRCA consists of four
parts: Multimodal data preprocessing(§3.A), Hypergraph con-
struction(§3.B), Root cause localization model training(§3.C),
and Online root cause localization(§3.D).

A. Multimodal Data Preprocessing

Multimodal data is crucial for root cause localization in
microservice systems, as single-modal data cannot reveal all
types of faults [39]. Some faults appear only in a specific
modality and would be missed if relying on others. By pro-
viding complementary perspectives, multimodal data reduces
such false negatives. Yet, heterogeneity across modalities and
structural complexity within each modality make effective
fusion challenging. Recent studies address this by applying
serialization methods, widely used in CV and NLP, to multi-
modal fault diagnosis in microservice systems [39], [40].

Serialization of log. Among the existing methods for pre-
processing log data, the log parsing algorithm Drain is widely
used. Inspired by the existing methods [40], HyperRCA uses
Drain to extract log templates, count the frequency fluctuations

1146

of various templates in the fault window, and construct event
weights. The pre-trained BERT model is used to generate the
semantic embedding vector of the template, and the events
in the weighted aggregation window are converted into a time
series feature sequence. Finally, Transformer is used to capture
the long-term dependencies, and global pooling is used to
generate a compact representation of the log modality.

Serialization of metric. Metrics are in the form of serial-
ized data, so only simple preprocessing is required. First, the
metrics (CPU, memory, response latency) of each microservice
instance and API are z-score standardized, and then the
first-order difference is performed to eliminate baseline drift.
Secondly, different indicators are regarded as independent
channels, and the channel attention of SENet is used to
enhance abnormally sensitive indicators. Finally, dilated causal
convolution (DCC) is used to model the horizontal correlation
and vertical dynamics between indicators.

Serialization of trace. Trace consists of the path of user
requests, including inter-service dependency information and
detailed information of service calls. HyperRCA extracts ser-
vice call latency, request counts, and status codes from trace
data. Indicators such as average latency per minute, total
number of requests per minute, and frequency of various status
codes per minute are calculated. Multi-granularities time series
features are constructed in the same way as metric data. In
addition, trace data contains structural information. HyperRCA
uses frequent item mining technology to find service calls
that frequently appear within the time window. Based on this,
dependency hyperedges are constructed in §3.B.

B. Hypergraph Construction

To support multi-granular root cause localization, Hyper-
RCA integrates multimodal data within the fault time window
and builds a hypergraph to represent runtime components of
a microservice system. Faults may propagate not only along
service call paths but also across services on the same host
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[35]. HyperRCA models this diversity using a hypergraph
neural network G = (V, £, H), where instances as nodes of
the hypergraph. Because instances are the key to linking
multi-granular resources. Instances connect downward to hosts
(deployment), upward to services (subordinate), and laterally
through frequent inter-instance calls (dependency). Their fea-
tures are preprocessed in §3.A.

To capture these relationships, HyperRCA defines three
types of hyperedges across hosts, services, and instances,
corresponding to deployment, subordinate, and dependency
relations. This hypergraph is encoded as a hypergraph matrix
and serves as input to §3.C. The hyperedge is defined as:

Deployment hyperedge. The microservice system is de-
ployed on multiple distributed hosts in a distributed manner,
and multiple service instances are deployed on each distributed
hosts. The purpose of the component deployment hyperedge
is to model the physical deployment relationship between the
service instance and the distributed hosts. For example, three
instances are deployed on distributed host-A.

Subordinate hyperedge. The subordinate relationship be-
tween service and instance. The instance is the implementation
of the service and handles the real business logic. For example,
when a user accesses the IP of the Service, the Service selects
the three created instances through the label, and the request
will be evenly distributed to the three service instances.

Dependency hyperedge. Service call relationships are usu-
ally not simple point-to-point, but complex call chains such
as one-to-many and many-to-many. In microservice systems,
faults will propagate along the call chain. HyperRCA uses
frequent item mining to mine frequently occurring instance
call relationships from trace telemetry data within each fault
time window, and selects a suitable number of frequent items
as dependency hyperedges.

In addition, in order to meet the complexity and variability
of microservice systems in actual use, HyperRCA supports
scalable node types and hyperedge types. For example, accord-
ing to actual conditions, engineers can dynamically associate
instances with configuration centers and key management
systems to capture systemic failures caused by configuration
errors or key failures; model compatibility relationships such
as service interface versions and serialization protocols to
identify incompatibility issues caused by grayscale releases.

C. Root Cause Localization Model Training

After completing the hypergraph construction, we pro-
posed a multi-granular root cause localization framework
that integrates hypergraph neural networks and multi-layer
perceptrons(MLP). The hyperedges in the hypergraph structure
G=V,E H) directly represent the root cause, and each
hyperedge e € £ is assigned a fault label corresponding to
its granularity. The spatial convolution method of HGNN+
[4] is used to capture the high-order dependencies between
components, and the hyperedge representation is mapped to
the category space through MLP to achieve localization.

Specifically, HyperRCA formalizes the system state in time
window ¢ as a hypergraph G = (V, £, H). The node set V = v;
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contains entities such as service instances, and the hyperedge
set & = e; consists of three types of predefined relationships
(§3.B). The association matrix H € {0, 1}VI*I€l defines the
node-hyperedge affiliation relationship. When H; ; = 1, it
means that node v; belongs to hyperedge ¢;.

Gao et al. [4] propose a two-stage spatial convolution
method to obtain hyperedge features and node features. In
order to capture high-order relationships between components,
we use a deep network to model the complex relationships
of microservice systems through multi-layer stacking. First,
input node features X;, with a dimension of N x C, where N
represents the number of nodes, and C' represents the feature
dimension; the hypergraph structure is represented by the
association matrix H, with a dimension of N x M, where M
is the number of hyperedges; the initial hyperedge feature Y.
Secondly, using the adaptive weight mechanism, the learnable
hyperedge weight W is adopted to dynamically adjust the
importance of different hyperedges. Finally, the hyperedge
feature Y/ output from the last convolution layer is used as
the input of the MLP.

Y, =0 (D,'H'X, W) (0
X, =0 (D;l/QHWD;IHTDgl/ZXZ-_le)) 2)
Y' = Multi — ConV — Layer(X;,Y;) 3)

Among them, X; and Y; refer to the node features and
hyperedge features after the ¢ — th layer of convolution
respectively. o represents the nonlinear activation function.
D, represents the diagonal matrix of the hyperedge degree.
D, represents the diagonal matrix of the node degree. ®
represents the learnable parameters of the hypergraph neural
network. Multi — ConV — Layer() refers to the hyperedge
features obtained through multi-layer convolution.

HyperRCA uses a multi-layer perception (MLP) to im-
plement multi-granular root cause localization, and the final
hyperedge feature Y’ is used as the input of the root cause
localization model. MLP maps features to the hidden layer,
and then enhances the expression ability through a nonlinear
activation function. The hidden layer output is mapped to the
category space through a fully connected layer to generate a
classification score matrix Z. Rectified Linear Unit (ReLU)
is a commonly used activation function that can introduce
nonlinear characteristics to the neural network and enhance
the model’s expression ability.

Z-=W,Y +b %)

h = ReLU(Z) 5)

Where W, is parameter learned in the MLP and b is bias
term. Furthermore, softmax is used for normalization after
the fully connected layer to convert the classification scores
into probability distributions. Among them, P is the category
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probability matrix of the hyperedge, with dimension M x K,
where K is the number of root cause categories. Each row P;
represents the probability that hyperedge ¢ is the root cause.

P = Softmax(Z) (6)

Next, HyperRCA uses the cross-entropy loss function to
train the model. Assuming the true label of the hyperedge is
Y rue (dimension is M x 1, and each element is the category
index of the hyperedge), the loss can be defined as:

1 MoK

loss = =37 3 3 Yiilog(P®R) )
i=1k=1true

Among them, Y;(TTZ) is the one-hot encoding of the true

label of hyperedge i, and P(*) is the predicted probability
that hyperedge ¢ belongs to category k.Finally, the classifier
is trained through forward propagation, loss calculation, back-
propagation, and parameter update.

D. Online Root Cause Localization

In online root cause localization, when the system detects
an anomaly, HyperRCA is triggered to start root cause local-
ization. First, the data X in the fault occurrence time window
is serialized using the method proposed in §3.A, and the
hypergraph G = (V, £,H) is constructed using the hypergraph
construction method proposed in §3.B. Then, the hypergraph
G is used as the input of the hypergraph convolution to
generate the hyperedge feature Y' that integrates the high-
order relationships between components when the fault occurs.

Y' = Multi — ConV — Layer(Xy, Y) (8)

Finally, the hyperedge feature Y’ is used as the input of the
MLP, the hidden layer is mapped to the category space through
fully connected layer, and root cause ranking is obtained after
the Softmax normalization operation. M LP() is a multi-layer
perceptron model for root cause localization task.

P=MLP(Y) )

HyperRCA ranks the suspected root causes from high to low
according to the probability score. The higher the ranking, the
more likely it is to be the root cause.

IV. EXPERIMENT

To evaluate HyperRCA, we conduct a series of experimental
studies to investigate the following research questions:

« RQ1: How accurate is HyperRCA in root cause localiza-
tion compared to baseline methods?

« RQ2: How efficient and scalable is HyperRCA in root
cause localization compared to baseline methods?

« RQ3: How much do different types of hyperedges of
HyperRCA contribute to the root cause localization?

« RQ4: What is the impact of the number of hypergraph
convolutional layers on the root cause localization?
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A. Experimental Setup

1) Dataset: To evaluate the fairness of our results, we
conducted experimental verification on two datasets. GAIA
is collected and maintained by Cloudwise [41]. Engineers
constructed this dataset by simulating possible faults in real
systems. GAIA has been widely used as evaluation dataset in
various papers [6], [7], [11]. The fault granularity in GAIA
is instance-granularity. Trainticket [42] is a medium-sized
open source microservice benchmark architecture system. It
has been used in numerous papers for fault injection and
evaluation [5], [12]-[14], [37]. We used ChaosBlade [43], a
chaos engineering tool widely used in industry and academia,
for fault injection. We injected faults at three granularities:
host, service, and instance. Table II provides detailed dataset.

TABLE II: Details of Datasets

Dataset  Granularity Fault Type Count
System Stuck, Process Crash,
D1 Instance Login Failure, File Missing, 1099
Access Denied
Host CPU Overload 25
Servi Network Delay, Network Loss, 90
D2 ervice CPU Overload
Instance Instance is unavailable, 95

CPU Overload

Dataset 1 (D1): This dataset is Generic AIOps Atlas (GAIA)
dataset. The system is deployed on 5 distributed hosts, includ-
ing 6 services and 11 instances in total. The dataset contains
1,099 faults of five types: system freeze (505), process crash
(16), login failure (527), file loss (36), and access denied (15).
The GAIA dataset collects multimodal data from the MicroSS
system within two weeks, including 6,500 metrics, 700,000
log, and detailed trace within two weeks. The dataset contains
1099 fault cases with fault durations of 600s or 11s.

Dataset 2 (D2): To evaluate the performance of HyperRCA
in multi-granularity root cause localization, we chose to inject
faults at the Host, Service, and Instance granularities on
Trainticket [42]. Trainticket contains 47 services. We deployed
Trainticket on a Kubernetes cluster with 12 hosts. We referred
to existing studies [5], [14], [37] based on Trainticket. We used
ChaosBlade [43] to inject faults. We injected six types of faults
at three granularities, as shown in the Table II. We inject faults
into the same target at different times and may inject the same
fault type. Each experiment involved injecting a single fault
that lasted for 600s. For example, CPU overload faults were
introduced at the host, service (all service instances belong to
this service), and instance granularities, and marked the fault
injection target as the root cause of each fault. In total, we
collected a total of 210 faults, including 25 host granularity
faults, 90 service granularity faults, and 95 instance granularity
faults.

2) Baselines: In recent years, many works have proved that
multimodal methods have significant advantages over single-
modal methods. Therefore, we select six state-of-the-art meth-
ods based on multimodal data to compare with HyperRCA.
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Nezha [5]: The core idea is to integrate multimodal
observable data, uniformly represent them as time-related
homogeneous events, and build a global event graph.
Nezha supports root cause localization at the instance and
code area granularities.

DiagFusion [7] extracts abnormal events from multi-
modal data and builds a service dependency graph to
implement the root cause localization task. The root cause
localization task of this method is only implemented in
the instance granularity.

DeepHunt [8] is a method for locating the root cause
of microservice system failures based on graph autoen-
coders. The root cause localization task of this method is
only implemented in the instance granularity.

TVdiag [6] is a task-oriented and view-invariant multi-
modal fault diagnosis framework. This method aggregates
multimodal alarm features with graph neural networks
and jointly optimizes multi-task learning through dy-
namic weights. The granularity of the root cause local-
ization task is only in the instance granularity.

Eadro [14] is an end-to-end microservice fault diagnosis
framework. This method integrates multimodal features
through GRU and builds a service dependency graph to
achieve root cause localization. The root cause local-
ization task of this method is only implemented in the
service granularity.

TrinityRCL [35] is able to locate the root causes of
anomalies at multiple granularities by constructing a
causal graph that represents the complex, dynamic, and
uncertain relationships between various entities related to
the anomaly.

3) Evaluation Metrics: The root cause localization task
generates a ranked list R containing root cause candidates.
We use the widely used HRQE (top-k hit rate) and mean
reciprocal rank (MRR) to measure the performance.

HR@Kk represents the probability of the root cause being
included in the top-k list (k=1, 3, 5 in this paper). The formula
for HRQE is as follows:

N
1
HRGk = — 27 € Ri[l: k] (10)

MRR is the multiplicative inverse of the rank of the root
cause in the result list. If the root cause is not included in the
top 10 result lists, the rank can be considered positive infinity
[25]. Given a set of fault instances, where Rank; is the rank of
the root cause in the returned list of the fault instance, MRR
is calculated as follows:

|4

4) Implementation and Settings: For the division of training
and test sets in the dataset, we use the division method
proposed by DiagFusion [7] for fair comparison. The training

o
|A]

1

MER = Rank;

(1)
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samples and test samples are divided according to the acqui-
sition time to avoid data leakage. We used 60% of the data
for training, 20% for verifying and 20% for testing.

We selected 10 hosts, 20 services, and 34 instances for
fault injection. We chose multi-instance deployment for some
services. Both the training and test sets include all six fault
types, but the locations of the faults in the training and test
sets differ. We injected multiple types of faults into the same
target, and the same fault type was injected at different times.
Fig. 5 shows the locations of fault injection in training and
test sets. For example, at host-level, training set includes fault
cases injected on 8 hosts, and test set includes fault cases
injected on 4 hosts. Different fault cases injected on the same
2 hosts are present in both training and test sets. Although the
locations of the cases overlap, the same fault case does not
appear in both training and test sets.

13 22

Training

3 5 Testing

Host Service Instance

Fig. 5: Fault location on D2

During model training, we used the Adaptive Moment
Estimation (Adam) optimizer with an initial learning rate of
3x 10~ and a weight decay of 5 x 10~%. The implementation
of HyperRCA is based on python 3.8, Pytorch 2.4.1, and
DHG 0.9.4. All experiments are performed on a workstation
with NVIDIA GeForce GTX 4090 GPU. We repeat each
experiment five times and average the results to minimize the
effect of randomness. We have published our code on github.

B. RQI: Accuracy

Table III presents the comparative results of instance-
granularity root cause localization on D1. HyperRCA achieves
state-of-the-art performance with H RQ5 of 0.910 and M RR
of 0.770, demonstrating a performance improvement of up
to 112.62% in HR@5 and 181.02% in M RR compared to
baseline methods. Notably, DiagFusion ranks second in accu-
racy due to its multimodal event alignment mechanism, while
DeepHunt exhibits the lower performance as an unsupervised
approach susceptible to synthetic data artifacts. The Nezha
method also extracts events from multimodal data, and designs
an expected ranker and an actual ranker to output the root
cause, so it also achieves good experimental results. TVdiag
shows good performance in accuracy. It uses task-oriented
learning to enhance the potential contribution of each modality
to the corresponding task.

DeepHunt performed poorly because it is an unsupervised
method, which has a lower accuracy than supervised methods.
However, it can be expected that in the case of missing
labels, unsupervised methods will be significantly higher than
supervised methods. In addition, the data enhancement method
used in DeepHunt will produce data that does not match the
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TABLE III: Accuracy at Instance Granularity

DataSet Method HR@1 fTHR@1 HR@3 fHR@3 HR@5 {HR@5 MRR fMRR

Nezha 0.577 18.37% 0.746 15.28% 0.831 9.51% 0.761 1.18%

DiagFusion 0.420 62.62% 0.819 5.00% 0.907 0.33% 0.745 3.36%

D1 DeepHunt 0.109 526.61% 0.403 113.40% 0.648 40.43% 0.334  130.54%

TVdiag 0.589 16.00% 0.766 12.27% 0.839 8.46% 0.734 4.91%

Eadro 0.357 91.32% 0.576 49.31% 0.791 15.04%  0.680 13.24%

TrinityRCL 0.112  509.82% 0.249 245.38% 0.428 112.62%  0.274  181.02%

HyperRCA(Ours)  0.683 - 0.860 - 0.910 - 0.770 -
actual situation, which will greatly reduce the accuracy of the TABLE IV: Efficiency

eXp e?n?lental results. o Dataset Method Per Test
TrinityRCL locates the root cause by combining a causal Nezha 3 168
graph with random walks. Firstly, the construction of the DiagFusion 0.021s
causal graph may contain redundant or erroneous causal edges. DeepHunt 0.003s
Secondly, random walks tend to prioritize nodes that are D1 T};;g‘rzg 88;?:
strongly correlated with anomalies but are not the root cause. TrinityRCL 1.653s
This combination leads to insufficient localization accuracy. HyperRCA (Ours) 0.893s
For multi-granularity root cause localization, as shown in Nezha 5.106s
Table V, HyperRCA performs well at the host, service, and DiagFusion 0.062s
instance granularities, demonstrating that HyperRCA excels DeepHunt 0.017s
granu: ’ : g yp : D2 TVdiag 0.048s
not only at a single granularity. Overall, HyperRCA achieves Eadro 0.101s
HR@5 of 0.810 and MRR of 0.696. Compared to baselines, TrinityRCL 0.977s
HyperRCA(Ours) 0.861s

these improvements reach 466.43% and 1060%, respectively.

We statistically analyze the results of HyperRCA and base-
line methods at three granularities. Since Nezha, DiagFusion,
DeepHunt, TVdiag, and Eadro only support root cause local-
ization at the instance or service granularity, we only present
their results at the instance or service level. As a result, these
baseline methods perform poorly in the overall results.

While TrinityRCL supports multi-granularity root cause lo-
calization, the causal graph model it uses is prone to redundant
or erroneous causal edges. Furthermore, TrinityRCL primarily
constructs causal graphs based on call relationships, but fault
propagation is not solely based on call relationships. These
factors contribute to the poor experimental results.

In summary, compared with the baseline method, Hyper-
RCA’s hypergraph-based representation captures high-order
component relationships that simple graph models fail to
encode. This enables precise identification of cross-layer fault
propagation paths. The serialization method (§3.A) demon-
strates stronger temporal correlation capture than DiagFu-
sion’s event alignment, particularly evident in complex multi-
granular scenarios. Baseline methods like Eadro (service-level)
and TVdiag (instance-level) show constrained performance
when handling mixed-granularity faults, while HyperRCA
maintains consistent accuracy through its hyperedge design.

C. RQ?2: Efficiency and Scalability

1) Efficiency: To evaluate the efficiency of HyperRCA
and baseline methods, we compare their average execution
time during testing. We exclude model training time from
comparison since root cause localization models typically
undergo offline training, with our focus being exclusively on
inference efficiency.

As shown in Table IV, the average test execution times
of HyperRCA and baseline methods range from 0.003 to
3.168 seconds on D1. Nezha demonstrates particularly high
computational complexity due to its unsupervised pattern
mining mechanism, which requires real-time construction of
cross-service event graphs and pattern comparison, resulting
in exponentially increasing computation overhead with system
scale. TrinityRCL, like Nezha, does not train a root cause
localization model. It constructs a causal graph and employs
a random walk approach for root cause localization. This
approach consumes more time than other baselines. Other
baseline methods leverage pre-trained feature extractors to
enable lightweight inference processes, though this computa-
tional advantage comes at the cost of compromised accuracy
in complex scenarios.

On the multi-granularity dataset D2, the execution times
range from 0.017 to 5.106 seconds. Baseline methods gen-
erally exhibit longer execution times compared to their per-
formance on D1, attributable to the increased complexity of
multi-granularity fault patterns. Notably, HyperRCA shows
marginally reduced execution time on D2, suggesting en-
hanced adaptability when handling multi-granular failures.

While HyperRCA'’s hypergraph construction and hypergraph
convolution operations introduce higher computational com-
plexity than most baseline methods, resulting in moderately
lower efficiency, we consider this trade-off acceptable given its
statistically significant superiority in localization accuracy for
both single-granularity and multi-granularity scenarios. The ar-
chitectural sophistication of HyperRCA ultimately contributes
to its robust performance across varying granularity levels
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TABLE V: Accuracy at Multiple Granularities

Dataset Method Evaluation  Instance-level i Service-level i Host-level T Overall i
HR@1 0.444 0% - - - - 0.190  188.42%
Nezh HR@3 0.667 16.65% - - - - 0286  174.83%
czha HR@5 0.667 24.91% - - - - 0.286  183.22%
MRR 0.556 17.27% - - - - 0238  192.44%
HR@1 0.500 -11.20% - - - - 0214  156.07%
DiagFusion HR@3 0.667 16.65% - - - - 0286  174.83%
& HR@5 0.722 15.38% - - - - 0310  161.29%
MRR 0.597 9.21% - - - - 0256  171.88%
HR@1 0 - - - - - 0 -
DeenHunt HR@3 0.222 250.45% - - - - 0.095  727.37%
pHu HR@5 0.333 150.15% - - - - 0.143  466.43%
MRR 0.139 369.06% - - - - 0.060 1060%
D2 HR@I 0.222 100% - - - - 0.095  476.84%
TVdia HR@3 0.556 39.93% - - - - 0238  230.25%
& HR@5 0.722 15.38% - - - - 0310  161.29%
MRR 0.431 51.28% - - - - 0.185  276.22%
HR@1 - - 0.353 83.29% - - 0.143  283.21%
Eadro HR@3 - - 0.706 8.36% - - 0286  174.83%
HR@5 - - 0.765 0% - - 0310  161.29%
MRR - - 0.220 214.09% - - 0289  140.83%
HR@1 0.222 100% 0.235 175.32% 0.143 29930% 0214  156.07%
THmtvRCL HR@3 0.333 133.63% 0.353 85.68% 0.286 199.65% 0286  174.83%
¥ HR@5 0.389 114.14% 0.412 85.68% 0.286 199.65% 0310  161.29%
MRR 0.292 123.09% 0.309 123.62% 0.201 272.64% 0259  168.72%
HR@]1 0.444 - 0.647 - 0.571 - 0.548 -
HyperRCA HR@3 0.778 - 0.765 - 0.857 - 0.786 -
P HR@5 0.833 - 0.765 - 0.857 - 0.810 -
MRR 0.652 - 0.691 - 0.750 - 0.696 -

without substantial temporal overhead escalation.

2) Scalability: HyperRCA consumes the most time during
the hypergraph construction, training, and testing phases. We
analyzed the time complexity of the hypergraph construction.
We constructed datasets with varying node sizes to analyze the
time consumption trends during model training and testing.

Within an time window, constructing a hypergraph with
n nodes and m hyperedges e;, each containing |e;| nodes,
primarily involves building the incidence matrix H € R™*".
The construction complexity is O(>_/", |e;|), which corre-
sponds to the total number of memberships between nodes
and hyperedges, denoted as E. In the worst case, when every
hyperedge covers all nodes, the complexity reaches O(mn).
Generally, if each hyperedge contains on average d nodes,
the complexity is O(md). Therefore, the construction of the
hypergraph mainly depends on the number of hyperedges and
their node coverage, and it does not exceed O(mn).

To evaluate the scalability of HyperRCA on systems of
different sizes, we constructed seven datasets of varying sizes,
containing 100, 200, 300, 500, 1000, 1500, and 2000 nodes,
respectively. Each dataset contains 300 cases. Using the DHG
package, simple graphs were converted into hypergraphs with
randomly generated hyperedges to ensure generality. To elim-
inate the impact of feature dimensionality, all nodes were
assigned features of the same dimension as those in D1 and
D2, enabling a fair comparison across different graph sizes.

The training results show that the time per epoch increases
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Fig. 6: Performance comparison under different graph sizes

significantly with graph size. For example, as the number
of nodes increases from 100 to 2000, the training time per
epoch rises from approximately 6s to 22s. This trend highlights
that in large-scale hypergraphs, the computational cost of the
hypergraph convolution layers becomes the dominant factor
and scales with both the number of nodes and the complexity
of hyperedges. Nevertheless, the curve exhibits a smooth
growth, suggesting that HyperRCA maintains stable scalability
as the graph size expands.

The inference time for test also increases with graph size,
but remains relatively low. Even for 2000 nodes, the test time
does not exceed 4s. This indicates that HyperRCA incurs only
minor overhead in online inference, which is critical for real-
time root cause localization in large-scale systems.

Overall, HyperRCA has a tolerable training time and
achieves efficient inference at large scale. HyperRCA lever-
ages hypergraph modeling to capture complex dependencies
and improve localization accuracy, while maintaining fast in-
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TABLE VI: Ablation

Dataset Method HR@! {HR@! HR@3 {HR@3 HR@5 {HR@5 MRR {MRR

HyperRCA w/o DTH 0579  17.96% 0828  386% 0869  472% 0700 10.00%

D1 HYperRCA w/o SEH 0634  7.73% 0887  -304% 0919  -098% 0762  1.05%

HyperRCA w/o DYH  0.656  4.12% 0846  1.65% 0878  3.64% 0744  3.49%
HyperRCA 0.683 - 0.860 - 0.910 - 0.770 -

Do HyperRCA w/oDYH 0450  1L11% 0749  027% 0800  625% 0586  6.99%
HyperRCA 0.500 - 0.751 - 0.849 - 0.627 -

ference online. Thus, it offers both effectiveness and scalability
for practical use in microservice systems of varying scales.

D. RQ3: Ablation Study

To verify the impact of different types of hyperedges on
the experimental results, we create three variants: deployment
hyperedges, subordinate hyperedges, and dependency hyper-
edges. These variants include: 1) HyperRCA w/o DTH. To
study the role of cross-distributed host and instance modeling
in obtaining hyperedge features, we remove the deployment
hyperedge from HyperRCA. 2) HyperRCA w/o SEH. To
study the impact of cross-service and instance granularity
modeling on the experimental results, we remove the subordi-
nate hyperedge from HyperRCA. 3) HyperRCA w/o DYE. To
study the impact of call relationships on the experimental re-
sults, we remove the dependency hyperedge from HyperRCA.

Table VI lists the specific performance and change range
of each variant on single-granularity and multi-granularity
datasets. For the single-granularity dataset D1, when the de-
ployment hyperedge is removed, H RQ1 decreases by 17.96%
and M RR decreases by 10.00%. The results show that mod-
eling the relationship between distributed hosts and instances
helps to obtain more fault-related information. When the
dependency hyperedges are removed, H RQk (k = 1, 3,5) and
MRR are reduced to varying degrees. Dependencies model
the relationship of frequent calls between instances and are
also one of the ways for fault propagation.

When the subordinate hyperedges are removed, H R@Q3 and
HR@5 are slightly improved, while H RQ1 and M RR are
reduced. This is because the main function of subordinate
hyperedges is to associate all instances of a service. It can also
help distinguish the status of different instances of the same
service. However, D1 mainly has instance-granularity faults,
but no service-granularity faults. Therefore, after removing
the subordinate hyperedges, the hypergraph will pay more
attention to instance-granularity features and faults.

On multi-granularity datasets D2, we only verify the impact
of dependency hyperedges on root cause localization results.
This is because the faults in multi-granularity datasets are on
distributed hosts, services, and instances. If the deployment
hyperedges are removed, the faults of distributed hosts will be
ignored, and if the subordinate hyperedges are removed, the
faults of services will be ignored. Therefore, we only verify
the impact of dependency hyperedges on multi-dimensional
root cause localization results.

The experimental results show that dependency hyperedges
will affect the accuracy, but the degree of influence is lower
than that of single-granularity root cause localization. For
multi-granularity root cause localization, deployment hyper-
edges and subordinate hyperedges play a greater role because
these two types of hyperedges represent fault granularity.

In summary, all three types of hyperedges play essen-
tial roles in root cause localization. Deployment hyperedges
capture host-instance relations, subordinate hyperedges en-
hance service-instance distinctions, and dependency hyper-
edges model call interactions. Their combined effect ensures
accurate multi-granularity fault root cause localization.

E. RQ4: Hyperparameters Sensitivity

We mainly discuss the impact of the number of hypergraph
convolution layers on the performance of HyperRCA when
constructing hyperedges. The D1 dataset only contains faults
in the instance dimension, the system topology is small,
and the service dependencies are relatively simple. When
the number of hypergraph convolution layers increases from
0.5 to 2.5 layers, HR@Q1 increases from 0.670 to 0.683,
and M RR increases from 0.757 to 0.770, indicating that
increasing the number of layers can effectively capture fine-
grained dependencies between instances. However, when the
number of layers exceeds 3.5, HRQ1 drops to 0.584 and
M RR drops to 0.676, indicating that too deep a network will
introduce redundant information, causing the model to overfit
to simple topologies. In contrast, the D2 dataset contains
multi-dimensional faults and the system complexity is signifi-
cantly higher. When the number of layers increases from 0.5 to
1.5, HRQ1 increases from 0.476 to 0.548, but when it further
increases to 4.5 layers, H R@Q1 drops sharply to 0.143 and
M RR drops from 0.696 to 0.329. This shows that multi-layer
hypergraph convolution in complex systems may destroy the
semantic consistency of cross-dimensional fault propagation
paths, and deep networks have difficulty distinguishing noise
from effective features.

For D1, the Per Test time increases from 0.431 s at 0.5
layers to 1.388 s at 4.5 layers, while H RQ1 decreases by only
12.71%, suggesting that efficiency can be reasonably traded
for accuracy in simple systems. In contrast, for D2, the Per
Test time rises from 0.609 s at 0.5 layers to 1.443 s at 4.5
layers, accompanied by a drastic 66.7% decline in H RQ1,
indicating that in complex systems, the marginal benefits of
deeper models diminish sharply.
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Fig. 7: Performance of HyperRCA under different parameters

Experiments show that the impact of the number of hyper-
graph convolution layers on HyperRCA performance is highly
dependent on the topological complexity and fault granularity
characteristics of the dataset. In instance fault scenario (D1),
the 2.5-layer model can balance feature extraction and com-
putational efficiency. While in multi-granularity fault scenario
(D2), the 1.5-layer model can effectively suppress noise
interference. In summary, the more hypergraph convolution
layers there are, the better the effect is not necessarily.

F. Threats to Validity

The internal validity threats primarily stem from potential
inconsistencies in the baseline implementations and biases
in parameter settings. For baseline methods with publicly
available codes, we strictly follow their official code bases to
ensure reproducibility. Since the original code of TrinityRCL
is not open source, we reproduced the experiments based on
the publicly available implementation. Although all baseline
methods were tuned via grid search, the varying sensitivity of
different methods to identical parameters (e.g., learning rates,
batch sizes) might partially inflate or attenuate performance
differences. In addition, while preprocessing procedures (e.g.,
normalization, missing value imputation) were standardized,
method-specific assumptions about input distributions may still
introduce latent biases.

The external validity threats mainly arise from dataset scale
and fault coverage. The GAIA dataset (D1), though collected
from a real-world microservice system, contains only 5 hosts
and 11 instances. The Trainticket dataset (D2) expands to host,
service, and instance levels but remains simplified, with 47
services in a static 12-host Kubernetes cluster, lacking cloud-
native dynamics such as scaling or rolling updates. These
limitations may restrict the ecological validity of our findings
in large-scale production environments.

V. RELATED WORK

Root cause localization in microservice systems has at-
tracted increasing attention. Existing approaches can be di-
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vided into unimodal and multimodal methods according to
the type of data used. Unimodal methods rely on a single
modality, such as logs [38], [44], [45], metrics [36], [46], or
traces [37], [47]-[50]. Multimodal methods combine at least
two modalities, and numerous studies have shown they achieve
higher accuracy and recall.

Recent years have seen a surge of multimodal approaches.
MULAN [13] applies a customized language model for logs,
metric-aware attention for reliability estimation, and causal
graph fusion. Nezha [5] constructs event graphs and mines
comparative patterns for fine-grained localization. DiagFusion
[71, ART [9], and DeepHunt [8] serialize multi-source data into
graph nodes, while Eadro [14] leverages call dependencies and
GATs for end-to-end fault diagnosis.

Most existing works adopt graph neural networks. However,
traditional GNNs capture only pairwise relations and struggle
with the complex interactions of microservices. Hypergraphs
have been introduced. CHASE [11] models causal propaga-
tion across multiple nodes with hyperedges, but it considers
only trace data. HyperRCA extends this idea by constructing
multiple types of hyperedges to capture diverse relationships.

Furthermore, as shown in Table I, most methods [6]-[12]
focus on instance- or service-level localization, rarely support-
ing multi-granularity. This limitation can cause false negatives
under diverse fault scenarios. For example, TraceContrast [37],
though unimodal, demonstrates the benefit of modeling multi-
dimensional performance patterns via critical path mining.
Motivated by this, HyperRCA aims to achieve multi-granular
root cause localization.

VI. CONCLUSION

In this work, we present HyperRCA, a hypergraph neural
network-based method for multi-granular root cause local-
ization. By modeling instances as nodes and designing de-
ployment, subordinate, and dependency hyperedges, Hyper-
RCA captures cross-granularity relationships and leverages
hypergraph convolution to extract high-order correlations. Ex-
periments on single-granularity and multi-granularity datasets
show that HyperRCA consistently outperforms baselines in
HRQk (k =1,3,5) and M RR, highlighting the advantages
of hypergraph modeling for complex system dependencies.
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